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Reference

(Chapter/Section/Figure)

2.1.0

22.09.2023

Addition: Notification

211

02.10.2023

Addition: 2FA & Password reset

21.2

26.10.2023

Modification: Asset management
Screenshot, Notification logic diagram

Deletion: Excel as a reporting option

2.2.0

16.01.2024

Addition : Time zone feature
(Screenshots), List of Figures

Madification: Rebranded, Terminology
uY! KANenry &cNnAAQNDZ Ar

221

20.03.2024

Addition:

Filter option added for other devices (RDI
3000, RSS 3000 etc.),

Figure 76, Figure 85

Report expiry detail

8

CSV as a reporting option for Project
downloads

Figure 90

2.3.0

26.03.204

Addition: Return via mobile application

6.10.5.2.2

Modification: Screenshots with the
YéNA?EAN WA BekdAN An

Figure 18 Figure 21,
Figure 22, Figure 26,
Figure 28, Figure 32,
Figure 41, Figure 33

23.1

21.08.2024

| DD, AdeAT Cr NE& @&dft A
CANde?N uEy

Figure 29

Modification: User Manual naming
conventions

All
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Version Date Change log Reference
number (Chapter/Section/Figure)
2.3.2 16.09.2024 | Addition: Key switch notification Errors and Natifications
(item 29), Errors and
Notifications _ (item 15),
Errors and Notifications
(item 3)
2.4.0 13.11.2024 | Addition: SRAC s, New Project log Safety Related
screenshots and content , DI Technical Application Conditions
Support Project log . DI Technical
Support
24.1 29.11.2024 | Modification: Status page Status page , Dashboard
25.0 09.05.2024 | Modification: Identification provider Gettm.q started
Creating users
SRAC .
Managing users
Safety Related
Application Conditions
251 16.06.2025 Addition: New error icon for protection Sess'on timeout , Switch
. . . o Protection Zones, Real-
zone and rail device during switching . ;
time status , DI Security
and RTS.
Contact
Modification: Switch protection zones,
Login session duration
Security Contact
260  |18.08.2025 | Modification: Clarified functionality of Adding data fo devices
manual GPS adjustment.
Modification: Updated screenshots to Flgure 41, Figure 43
address removal of outdated features
261  |02.09.2025 | Addition: In both the MTinfo 3000 web Swtch Protecton Zores
and app, you can nhow expand or
collapse all work zones with a single
click. This is particularly useful for quickly
spotting device anomalies when
working on large projects with multiple
work zones.
Modification: Updated list of ZKL 3000 Notifications ZKL 3000
RC notifications to reflect current version
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Version Date Change log Reference
number (Chapter/Section/Figure)
2.6.2 12.11.2025 | Addition: This issue involves the Natifications RCS 3000
integration of RCS 3000 into the MTinfo Real-time status
system. It includes updates to the Real -
time status, MTinfo database, and
MTinfo 3000 web and AM applications.
Modification: Introduction of Real-time status
asynchronous switching for the RSS
eNe?d ENrafetyBE AXR%x RdgNA
2.6.3 09.12.2025 | Addition: This issue contains an Dashboard
explanation of the in  -app service
BNrr AP Nr R AKeA? S dnat
Ot ANF NDZ kAAAN&E AT nNs
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2 SAFETY RELATED APPLICATION
CONDITIONS
Safety Related Application Conditions OR SRAC(s) are essential requirements  that must be

fulfilled to ensure the safe use of MTinfo 3000. You will find references to SRACs throughout
the User Manual.

SRAC MT11 The user must complete training before using MTinfo 3000.

SRAC MT1 2 yt N ADBJAdrAacAneac gA At N ?2r Naeyr eaci AAG
system according to the relevant training.

SRAC MT1 3 The user must read and follow the User Manual before using MTinfo 3000.

SRAC MT1 4 The user must know national legislation before creating a safety plan.

SRAC MT15 The user may only access the track according to national and company
safety instructions.

SRAC MT1 6 Assign at least two people per project to release a project or (de)activate a
protection zone.

SRAC MT17 Ensure your mobile device has the latest security patch installed. Use
mobile devices, web browsers, and operating systems per DI policy, which
is available on request via DI Technical Support

SRAC MT1 8 Keep your login details and PIN code private and secure.

SRAC MT19 The user must check if the protection zone is (de)activated, after making
changes to its status.

SRAC MT1 10 Contact your local IT department if you experience internet connectivity

issues.

SRAC MT1 1L Only users with switch user rights can (de)activate a device in a released
project.

SRAC MT1 2 Ensure track workers are safe before (de)activating a device.

SRAC MT1 B To prevent misuse of password and PIN code, immediately contact the

responsible person in the organisation to block the account. If possible, go
to MTinfo 3000 and change the password.

SRAC MT1 4 Assign only the correct and necessary user rights for each worker to
perform their job.

SRAC MT1 b If the project cannot be released, it is because it has not received the
‘Validated' status, is not considered safe, one or more devices are offline,
e AtN N r3da0Qt dr Aea dgA YAnNacAadeA
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3 PREFACE

The MTinfo 3000 loT platform has been developed in line with  the rail and information

standards EN 50126, EN 50128, EN 50129 , SO 9001, ISO 14000 and ISO 27001 for maxim al safety
and security. In addition to having its private cloud, which can be accessed via the internet,
MTinfo 3000 also offers worldwide secure mobile communication with systems in the field.

According to the new European legislation, the platform also complies with all privacy

standards . The platform has Safety Integrity Level 4 (SIL 4), which is the highest available
standard in the market for managing railway safety plans.

The user must read and follow the User Manual before using MTinfo 3000. (SRAC MTI 3)

fee TYydARe ennn ae kN ?2rNDZr ARNAr AADZ QecacNOQA AT R
follow each step accordingly . Always keep this manual on hand , so you can use it at any time.

This manual is also available at https://www.dualinventive.com/en/downloads

If you encounter any ambiguities while using MTinfo 3000 , please report them via
info@dualinventive.com __ or by telephone . Your feedback is important to us.

To support the use of MTinfo 3000 , resources have been made available by Dual Inventive
which can be found on  our website https://dualinventive.com/en/

No rights can be derived from the information in this User Manual . The reproduction or
distribution in  print , written and/or audio  -visual form is prohibited, unless Dual Inventive has
permitted this beforehand.

Dual Inventive has originally written this manual in English. If anything is unclear or deviates
from the original in a translated version, the original English document is leading.

3.1 Purpose of the User Manual

The purpose of this  User Manual is to instruct the user on the correct and safe use of

MTinfo 3000. The platform is the web interface for various Dual Inventive products, for
example ZKL 3000 RC and RDI 3000. New products are under development and will be added
to MTinfo 3000.

This User Manual contains instructions regarding the:

a. Setup of safety plans;
b. Design and planning of safety plans;

c. Remote switching of protection zones; a protection zone is a group of one or more
devices that always switch together. It is possible to use multiple dual inventive products,
named devices, in the same protection zone and to manage them simultaneously.
Mul tiple protection zones can be created, giving the project planner operational flexibility.
As you will see in the main menu, MTinfo 3000 has many functions and possibilities. For

more information you can always contact us ;
d. Real-time monitoring  of safety devices ;
e. Generating reports.

How to use MTinfo 3000 is similar for Dual Inventive y safety products. If any product specific
information is applicable, see the appendix for that product in this manual

MTinfo 3000 web app User Manual Page 12of 137
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3.2 Users
Typical users of MTinfo 3000 are:

a. The work planner who prepares safety plans and assigns the locations for installing
devices on the railway track;

b. The installer ,the track worker who installs devices on the railway track;
c. The operator ,the track worker ,switches devices on the railway track.

The work planner will frequently use the MTinfo 3000 web app . The installer and operator will
frequently use the MTinfo 3000 mobile app. Users can be named by their assigned taskin
MTinfo 3000 , for example , Project Designer, Project Planner, Project Validator, Project Verifier,
etc.

a. Everyuser of MTinfo 3000 must be trained to work with MTinfo  3000;

Be authorised by the company administrator for the necessary access and user rights for
MTinfo 3000.

c. yt N ADBJAdr A cA A wmanigation A muUst eltar dsexsimto the system according
to the relevant training. (SRAC MTI 2)

After certification, the user receives a personal MTinfo 3000 account .See 5.1for the terms of
use.
The user (operator) must follow the real -time status (RTS) and natifications in the app and

respond. RTS information is more accurate than device notifications.

The operator may only access the track according to national and company safety
instructions.

3.3 Reading guide

To alert the reader to safety issues and important information, the following symbols and
terms are used in this manual

SYMBOL MEANING

WARNING

Indicates a hazardous situation which could result in death or serious
injury and/or damage to the product or the surrounding area if the safety
instructions are not followed.

NOTE

Provides important information.

NOTE

Refers to a document.
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3.4 Glossary
Glossary MEANING
Project A project allows multiple rail devices & certified users to be aligned to
protection zones, which can be remotely (de)activated via the MTinfo
3000 web or mobile app.
SIL Safety Integrity Level
RDI 3000 Remote Detonator Installer 3000
RSS 3000 Remote Safety Switch 3000
ZKL 3000 RC Line Blockage System 3000 Remote Control
RCS 3000 Remote -Control led Signal 3000
Table 3-1 Abbreviations
NOTE
The screenshots in this user manual show examples of several devices and projects in

a figurative sense

MTinfo 3000 web app User Manual Page 14of 137



f1Duallnventive

Transforming Rail Safety

2 TECHNICAL SPECIFICATIONS

MTinfo 3000 is an online application that does not require any software to be installed on your
computer. After registration, authorisation and authentication, MTinfo 3000 can be used on
any computer with an internet connection.

The m inimum requirements are:

SPECIFICATION VALUE

Internet a. Broadband
Computer b. Processor atleast1 5 GHz
c. Internal memory at least2 ,048 MB
d. Video card at least 512 MB
e. Screen resolution of at least 1 ,.366p by 768p
Web browser f. Google Chrome latest version (recommended)
g. Microsoft Edge latest version
Recommended h. Adobe Acrobat as PDF reader to view reports
Software
i. Google Earth (for projects YPS-Tracky
Table 4-1 Minimum requirements
NOTE
If the requirements for the needed software and hardware are incorrect or absent ,
Dual Inventive is not responsible for the consequences.
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5 TERMS OF USE

DANGER

Please read all terms of use and instructions for the first use carefully before using
MTinfo 3000 . Ensure thatyou fully understand the principles of MTinfo 3000 and
how it works practically . When precautionary measures and safety instructions are

not properly followed by the user there is a risk of electrocution, fire or even death

due to the railway environment.

5.1 Terms of use
1. You mayonly use MTinfo 3000 when:

a. You are certified to work with the applicable Dual Inventive products

b. You are authori sed by the user company  for the right access and user rights

c. The product s are certified for the deployment area.

2. The user must complete training before using MTinfo 3000. (SRAC MT1 1)

3. Dual Inventive creates a  user account for the company . This user account is the
compan ' yadministrator and is the nominated contact person for your company. The
administrator is  responsible for creating and managing users and their respective rights
for using Dual Inventive product(s ), in such a manner that misuse is avoided

4.  As a certified user, you are responsible for:
a. The received user rights, username and password and/or PIN code ;

b. Keeping the password and/or PIN code secret ;

c. Working safely with Dual Inventive products.

WARNING

Always r espond to natification s from devices when something is not working
correctly .

5. There are certain situations where you may be prevented from switching protection
zones. For more information about these situations, refer to the applicable User Manual of
the Dual Inventive product.

6. Used hardware, software settings, firewalls etc. could limit the connection to MTinfo 3000.
When you encounter any issues , please discuss it with your IT staff

7. See Table 4-1and visit https://dualinventive.com/en/ to find out which browsers and
devices are supported by MTinfo 3000 and the app. If needed, request support from Dual
Inventive.

8. Ensure you have the right SIM card inserted into your mobile phone. The system links
your mobile phone number with your assigned user account .

9. Ensure you r mobile phone is in good working condition. Y  ou should be ableto send and
receive messages via MTinfo 3000.
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10. When entering a user into MTinfo 3000, ensure that the correct language is activated. If
needed, users can change the language.

11. User must set their preferred time zone under 'My profile' in MTinfo 3000. This will be
automatically applied as default across various functionalities in MTinfo 3000.

12. If you have lost login details and/or PIN codes, immediately contactthe company
administrator  within your organi sation to block the account to avoid misuse. If internet is
available, please go to MTinfo 3000 and change the password and PIN code to avoid
misuse.

13. While preparing projects , make sure to have internet connection.

14. Assign at least two people per project to release a project or (de)activate a protection
zone. (SRAC MTI 6). MTinfo 3000 offers the possibility to grant several users the rights to
manage project s.

15. |If ascheduled user is ill or absent, contact the person with rights for the project p lanning.
Change the project planning according to the procedure. Schedule another or second
user.

16. If the location of a device must be changed, contact the person with rights for the project
design. Change the project design according to the procedure.

17. Check the connection  with MTinfo 3000 if it cannot be reached .If a device is not present
in MTinfo 3000, the project cannot be released.

18. Contact your local IT department if you experience internet connectivity issues. (SRAC
MTI 10)

5.2 Instructions  for first use

1. Ensure that the software on your computer is kept up to date , including your web
browser, Google Earth and PDF reader

2. Follow the applicable local regulations before entering the worksite

3. Always take care of your safety within the track environment , following the current
applicable legislation

4. Always use a secure connection  with MTinfo 3000 . The connection is safe to use when the
web address is preceded by https://.

5.  Ensure your mobile device has the latest security patch installed. Use mobile devices,

web browsers, and operating systems in accordance with DI policy . (SRAC MTI7)
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6 PROJECT USERS AND T ASKS

MTinfo 3000 utili ses a role -based access control system.  Project users are created by the

QeBnAA" yr

A DB(dea 1,6).FaE dachgmject, MTinfo 3000 tasks are assigned to the

right -bearing project users.  The order of the project tasks is not fixed.

Table 6-1shows an overview of the MTinfo 3000 tasks:

TASK EXPLANATION

Setup Creating project s and assigning tasksto  project users.
Design Creating protection zones and a  ssigning devices to protection zones
Verify d esign Verification of t he project design.

Do not assign this task to a project user who is also responsible for
the desig n.

Validate d esign

Validat ion of the project design.

Do not assign this taskto a  project user who is also responsible for
the design or design verification.

Plan

Assign ing switch users to protection zones. This means | inking switch
users to protection zone s and determining the time frames for
switching protection zones

Verify planning

Verification of the  project planning .

Do not assign this task to a project user who is also responsible for
the planning.

Validate p lanning

Validat ion of the project planning .

Do not assign this tasktoa  project user who is also responsible for
the planning or planning verification.

Release Release the project to be able to use it. Devices will be reserved to the
project.

Return Return the project so the protection zones can no longer be switched.
The devices are no longer reserved  for the project.

Closing Close the project to archive it. A closed project can never be released

again, but it can still be view ed or duplicate d.

Table 6-1 MTinfo 3000 tasks
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This section provides an overview of  the MTinfo 3000 functions .

USING MTINFO 3000

7.1 Overview of functions

7.1.1 Main functions

The MTinfo 3000 functions are divided into three main sections:

SIS

o

Creating projects :setup, design and plan projects  ;
Managing projects :release, return and close projects ;

Switching protection zones

7.1.2 Additional functions

Logging users and tasks within projects.

Adding data to devices;

Viewing the real -time status of devices ;
Creating and managing various types of reports;

Managing d ocuments within projects;

{1 Dual

Transforming Rail Safety

NOTE

1. The functions within MTinfo 3000 that users can access depend on the rights

assigned to them.

2. Several MTinfo 3000 functions consist of multiple steps. Some of these steps are

optional.
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Table 7-1shows an overview of the

MTinfo 3000 functions and their steps

SECTION FUNCTION STEP OPTIONAL
7.11 Setup project 1. Projectinfo
2. Users
3. Tasks
7.112 Design project 1. Devices
2. Protection zones
3. Setup
4. Message X
7.113 Plan project 1. Switch users
2. Protection zones
3. Instruction app X
4. Documents X
5. Access levels X
6. Devices X
7.14 Verification and
validated
7151 Release
7.11.5.2 Return
7.11.5.3 Close
8 Switching protection 1. Protection zone(s)
zones 2. Switch
9 Reports 1. Reportinfo
2. Users*
3. Devices
4. Display
5. General
101 Real-time status
10.2 Adding data to devices
10.3 Templates 1. General
2. Questions X
10.4 Project d ocuments 1. General
2. Documents through the
app
105 Project log

Table 7-1 MTinfo 3000 functions

*Some reports also have the step Projects.
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7.2

MTinfo 3000 uses a set of recurring icons for actions

Icons and actions

. Table 7-2 below e xplains the icons:

EXPLANATION

Back to the Dashboard .

Create a new item (project, user, company,

Cancel or close an item . The item will not be saved.

Download a report or document.

Duplicate an item.

Return to the user overview.

Return to the user roles

Generate a report.

Check and approve or reject the performed step.

Personal MTinfo 3000 profile s.

Save an item.

Show the project overview.

Switch protection zones

Close a project. See all closed projects.

Show the reports overview.

View the real -time status of devices.

Show the assigned tasks.

Start an assigned task.

Upload files.

Delete selected item  s.

Go to the next step.

Go back to the previous step.

Edit a n item.

Add comment s.

Search for an item.

SpihcPlERRERRRcRERLECEEREE

Warning for unwanted conditions.

Table 7-2: Explanation of icons
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7.3 Getting started

7.3.1 Landing page and  login

(<) Start here

Figure 1Landing page MTinfo 3000

1. Open your web browser and navigate to
https://www.mtinfo3000.com/landingpage/
2. >KJfas AXA irttheapper -right corner of the landing page (see  Figure 1.

3. The login window willbe  displayed (see Figure 2)

4. Enteryour email address or username , along with your password , in the respective
fields.

5. Beforeticking Y! QONnA A7 cdddahdayeegtothe Yuey AAA y N&EBr
Ty4dARe .ennny

6. Select Y - e F to dgfeys your account.  For first -time user, refer to New user account

activation and setup
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= ]

@Accept_agreement k2

LOG IN

Forgot your password

Figure 2 Login

7.3.2 Two -Factor authentication

Two -factor authentication  is required when logging in from a new or untrusted device. Follow
these steps to authenticate your account:

1. When prompted, the  2FA Authentication Window will appear:
1 Copy the verification code sent to you via SMS or email.
1 Enter the code into the authentication window.

2. (Optional) Tickthe Yy &? r browsér gRe ¢ © n boRM avoidre -authenticating for the
next 30 days on the same browser and device

3. Click Y G N atgdRthepticate your account.
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MTinfo 3000

N

Authenticate your account

A verification code has been sent to:

user @dualinventive.com

If you don't receive a code after 1 minute, check your spam
folder or choose to send a new code using the email or SMS
options below

‘ Enter verification code ]

O Trust this browser for 30 days

VERIFY

Send a new code via Email or SMS

Figure 3 2FA via SMA and Email

NOTE
a. Avoid A d, Qb TusfthisYbrowser Reac 0 DArry oA n?kAdO

b. You have 10 attempts to enter a valid verification code. After the 10 " last
attempt, Two -Factor authentication  will be tempor arily disabled for 15
minutes.

c. To prevent misuse, immediately contact the responsible person in the
organisation to block the account. If possible, go to MTinfo 3000 and
change the password. (SRAC MTI1 3)

7.3.3 Select and change company

1. After logging in, if you are part of multiple companies , the Company Select page  will

appear.

1 Ifyoubelongto 5 orfewer companies ,the companies will be shown as buttons.

1 Ifyoubelongto morethan5 companies ,the companies will appear in a drop -down
list (see Figure 4).

2. Select the appropriate company to continue to the app.
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MTinfo 3000

Select company

Please select the company you want to work on behalf of

DUAL INVENTIVE TEST

COMPANY A

COMPANY AB

COMPANY AC

COMPANY AD

i

MTinfo 3000

Select company

Please select the company you want to work on behalf of

Select company

Dual Inventive

Company A

Roles company
Boom BV
RCO Company

Figure 4 Select company

To change company,

1. Once logged into MTinfo, navigate to your

profile settings @on the top -right corner.

2. Select Y>t AAT N OQe(Ber Rigure y5) to switch your company.

My MTinfo

My profile

My company

Privacy statement

Contact us

Change company

Logout

Figure 5Change company
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7.3.4 Session timeout
If your session times out, you will have the option to:

1. Select Y>e AAdA? N Ar toautorNaticAllx 8Rtibug the session with the same
credentials.

2. Select YCr N AAenat Ndolod i@ @ngadifgrent account.

CONTINUE AS:
USER

USE ANOTHER ACCOUNT

Figure 6 Session timeout

NOTE
a. You will stay logged in for 7 days, unless you log out manually.

b. Keep your login details and PIN code private and secure. (SRAC MTI 8)

7.3.5 Password reset

If you are unable to log in due to a forgotten password:

1. Clickonthe Yf e &f e A @Ak mhelogDAvindow.
2. The Password Reset Request window will appear (see Figure 7)

3. Click YAR?kBdAys

Request a password reset

[ Email or username ]
SUBMIT

Figure 7 Request password reset

NOTE

a. Ensure there are no typos, and the correct email or username is entered to
receive the reset email.

b. uR re? DZAyan &NONJGWN AA NBiddm#ddetais.? BAT
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4.  Check your email for the MTinfo 3000 password reset link.

5. Click on the link inthe email. The Reset Password window will open in your browser
(see Figure 8)

6. Enter anew password following the Y s&eAr r 7 e D& stedwiKiN theyfigure.
7. Confirm the new password by entering it again.

8. Click Y fi ? k Blfjsncgessful ,a message will appear Y h e assword has been
r?00Nrr R?AKr ?nDAANDZ

9.  You can now log in to MTinfo 3000 using your new password.

Reset password

Password rules:

% must be at least 10 characters long
% contains at least 1 lowercase letter
% contains at least 1 uppercase letter
% contains at least 1 digit

% contains at least 1 special character (e.g. ?#!@&$)

{ New password ’

[Repeat password ’

Figure 8 Reset password

2

Your password has been successfully updated. You can now close this browser tab.

Figure 9 Password reset successful
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7.4 Dashboard

After signing in, you will see the dashboard :

a My MTinfo
g Sohier " 9.4°C € MAINTENANCE - DO NOT
& Dual Inventive Finningley DELETE

A Maintenance scheduled

€ What's changed

My MTinfo Asset Management Suppert Projects Real-time status Users

g & = e

User roles Companies Knowledgebase Reports

©

Insight Timesheet

[

Status page

Figure 10Dashboard

From the dashboard, you can n avigate to projects, reports, devices,  change settings, etc. The
applicable functions will be discussed in the next sections of this User M anual.
The upper right corner of the Dashboard has the following functions:
1 The button U ser/Company Name ,gives you access to:

My profile ;

My company ;

Privacy statement ;

Contact us;

Logout.

1 The blinking ellipses at the top right corner (@) indicate sa good internet connect ion.A
blinking exclamation mark (!) indicates no internet connection ;

1 Displaying banners , notification s and tasks.

On the left side, you see a menu with several functions. This menu is always available on the
individual screens of MTinfo 3000. You can hide ( a ) ordisplay (k) this menu.
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On the right side ,you see My MTinfo . This menu shows an overview of the assigned tasks in

MTinfo 3000, as well as service message banners, and  natifications sent to the user in the last 7

days.=K? N BNrr Af Nr rten dAReacBAandeA BNrr Af Nr AADZ X2t Aayr
is an update. Yellow messages show incidents and maintenance warnings. Selecting a service

message will show further information.

[ Maintenance Railcloud u ]

Maintenance is scheduled from 20:00 to 22:00 on March 14th. No downtime is currently expected,

but if anything changes, updates will be provided.
[ What's changed u ]

Asof March 12th, we have added several new features to MTinfo 3000. The details can be found

here.

Figure 11Maintenance and update service messages

Maintenance and incident warnings will give the user context, such as locations and services
affected, and expected downtime where applicable.

Information messages provide general updates to the user, such as when changes or new
RNAA? &aNr AcN ADDNDZ Xgt Anyr Ot AANF ND&Z BNrr AP New 2 AA d A
further details about changes to MTinfo 3000.
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7.5 Service messages
Users can receive the following service messages from MTinfo 3000:

1. Emails regarding project release and return  notifications.

[RC] MTinfo project RETURNED: RC Simulator Project Automated Tests_4

MTinfo 3000 <mtinfo@dualinventive.com>
To sysadmin

The project to which you have been assigned has changed: RC Simulator Project Automated Tests_4

The project overview is displayed below.

General project information

Component Value

Project name RC Simulator Project Automated Tests_4

Project type RC

Description Jira ticket: _ ' '
https://dual-inventive.atlassian.net/browse/CRC-122

Changes Status: Released => Not released

Changed by Super user

Status Not released

Design Definitive

Planning Definitive

Figure 12Sample notification email of return project

2. Critical service notification s via text message (SMS). Examples of these critical notifications
are:

a. Detection not OK;
b. Back -up or main batte ry status;
c. Device is offline;

d. Device Maintenance

ZKL 3000 RC TO119 is offline.
Please check manual for more
information.

Figure 13Sample SMS Notification

3. Reminder functionality for the following notifications, for example:

a. Device offline, when the device is in an activated protection zone;

b. Detection is not OK when the device is in an activated protection zone.
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Reminder: ZKL 3000 RC T0O06 is
offline. Please check manual for
more information.

ZKL 3000 RC T006 * The backup
battery has sufficient power, the
main battery is CRITICAL. Please
check manual for more information.

Figure 14 Sample Reminder SMS Noatification

NOTE

For m ore information on Notifications and Notifications reminders , please
refer to Appendix Notification Messages.

Notifications ZKL 3000 RC for ZKL devices
Notifications RDI 3000 for R DI devices

Notifications RSS 3000 for R SSdevices
Notifications RCS 3000 for RCS devices

4. Security warnings (in case rights have changed or a user logs in from a different IP
address);

MTinfo 3000 security notification

MTinfo 3000 <mtinfo@dualinventive.com>
To testing

This is a security notification for MTinfo 3000 user Preethi User (Dual Inventive Test)

Your profile has been changed
Your profile was changed by Preethi User (Dual Inventive Test) from IP '82.168.232.250' using 'CHROME":

The following items have been changed:
* Assigned userrole(s)
If this activity is your own then there's no need to respond, otherwise

1. Scan your computer for viruses or malware
2. Contact the support department of your company

Figure 15Security Notification Sample

5. (Periodic) reports were generated and documents were filled in by/for project users.
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My MTinfo
New actions My reports

Filter Report name Report type Generated on Period from Period to Actions
160 £

Report name 150 Lo

‘7| 1+ -]
114 in

Deschigtien evice_20 001-24 225953 UTC+00 in

[N Generated on (Europe/London)

(=] |

Period from (Europe/London)

(=

Period to (Europe/London)

= |

Report type
) Devices

100

0000

Figure 16 Security Notification Sample

NOTE

Emails regarding projects can be turned off under My profile (Receive project
emails: No).

Services notification s are safety -related and cannot be turned off.

NOTE

A notification isa message, or areminder of a message  sent by MTinfo 3000 to
a user s mobile device (tablet, phone).

A reminder for a critical notification is an extra service to help the user ;butitis
explicitly not a mitigation of an identified risk.

WARNING

SMS will not be delivered to the user if an incorrect mobile phone number is
registered in MTinfo 3000 or if the user blocks the MTinfo 3000 r NADN &y r
number.

Verify if you have entered your correct mobile phone number and do not block
the sender.
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7.6 Creating and managing companies

If you have the assigned rights, you can create and manage companies.

¢>| 1. Gotothe Dashboard (Figure 10) and click Companies.

The page Search companies  appear s:

Karlo Hering
/| s

Search companies

Home 6000

("l Filter n

s Expand all ¥ Collapse
company name : Result
- W Foiz testbedrijf (frz) rd

Figure 17 Search companies

2. Click the icon to start creating a new company within the parent company.

Follow steps 1 to 3 to create a new company.
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7.6.1 Step1l - Info

In step 1 of creating companies, add the required company information.

Add company

LENPRE 00 Mu vy (24-03:24)

L Dusl inventive Test
Contact email for parent company  testingdualimentie cam

Service email +

Figure 18Creating companies - info

1. Fill out the required fields.

Note: select the country code of the telephone number.
2. Fill out the optional fields.

3. Upload optional files (max. 8 MB).

@ 4. Goto step 2.
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7.6.2 Step 2 - Rights

In step 2 of creating companies, select the available rights.

Rights Forms

= Info

Filter AVAILABLE RIGHTS

@ mghtav
@ Assetmanager access
@ ticeoete

& @ Aticeedt
@ e view
[

Device: administration

W[ [<TeTe] ]

Category 47
Asset management
Asset management
Asset management
Asset management
Asset management

SELECTED RIGHTS

Figure 19Creating companies

- rights

@ 2. Gotostep 3.

1. Select the available rights.

Assign only the correct and necessary user rights for each worker to perform their job

MTI 14)

. (SRAC
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7.6.3 Step 3 - Forms

In step 3 of creating companies, select forms. This is an optional step. Before you can select
forms, templates must be created (see 10.3.

Name Type

Loghook feedback template

Figure 20 Creating companies - forms

1. Optional: select one or more forms.
@ 2. If needed: change any entered data of steps 1 and 2 before saving the company.

3.  Save the company.

@ 4. If needed: cancel the company at any point. The entered data will not be saved.
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After saving the company, the page View company appears:

View company - Dual Inventive Test

Home ompanies 5 app.2 TGO

&
s . Q00
=

Company name  Dual Inventive Latitude
Company code Longitude
Logo Invisible forrent No

o Multi-pratection zane switching enabled No

Operators can return projects Yes

Status Service Pack Enabled

Country United Kingdom
Time zone  Europe/Amsterdam
Language English
Contact e-mail @dualinventive.com
Date format  DD-MM-YY (25-03-24)

Parent company  SYSTEM

Contact email for parent company <upport@dualinventive co.uk

Figure 21View company

From this page, you can manage companies:

1. Ifneeded, edit company information. Select the applicable tab Info, Right or
@ Forms to edit .

2. If needed, change the user roles.

3. If needed, delete the company.

7.6.4 Compan Yy editing

After creating the  company, you can editit . This process is almost identical to that of creating
a company. The notable exception is that you can set up a contact, to who m any support
guestions will be sent via email. You can select any user, that exists within the created
company, that has the  User: administration  right.
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Edit company - Dual Inventive Test
[« D t
,,,,,,,,,,
000
Rights Forms
SR | — ]
Company code " [um | Lomgitude | ]
e wenerrr: ([ T
‘Multi-protection zone switching enabled Yes No
[ oo ] emwon | oveernreei ([
coune
A 2one urope/Amsterda
oom (S strssses |
e [ ] PITPN 00y (24-03-24)
ot |

Figure 22 Edit company page

If left blank, any support question will be sent to Dual Inventive.

View company - ABC
Home Companies 200
info Rights “ 000
PROJECT FEEDBACK TEMPLATE LOGBOOK FEEDBACK TEMPLATE
Name Name
Manual Switch Report
N
Figure 23 Edit company page
7.7 Creat e users

Before you set up a project, you must create new users

1. Go to the Dashboard (see Figure 10) and select Users.

2. The page Search users appears.

3. Click the n icon to start creating a new user.
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Search users
Home v5.98.00

[ Filter n

Email address First name Last name Company Actions
- @mailslurp.biz Dual Inventive £
- @mailslurp.biz Dual Inventive 2
I status € @mailslurp.biz Dual Inventive s
(Jpeactivated @mailslurp.biz Dual Inventive £
© D active @mailslurp.biz Dual Inventive ]
Company ® @mailslurp.biz Dual Inventive £
Roles (ditst) =) @mailslurp.biz Dual Inventive L
(Dappinstructions user SREECERE Dual inventive i
Dapp realtime user @mailslurp.biz Dual Inventive s
(D appRs user @mailslurp.biz Dual Inventive ’»z

(D) app TWS user

(D automation_efault_User_Role
(D) copy TestRole29122022

(O)1DP P&M Production

(DipP Pam service

(D) ipP PM without PM prod & service
(D) Project and RTS viewer

Showing 1to 1of 1 rows

Figure 24 Search users

7.7.1 Step 1l Vinfo

1. In Step 1 of creating a user, fill in the required user information (see Figure 25).
2. Required Fields:

TEmail address

flUsername: Spaces are not allowed.
fBegin login

fOutsourced: Select Yes or No.

fReceive project emails: Select Yes or No.
Company

3. After entering the required information, proceed to Step 2.
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Add user

Home Users 5.89.0-emaillogin 2024121610121 68.b2e0120a|

NO e

Roles

Email address * { equired }

Begin login (Europe/London) * { [ ] |18712—24 }

Company *  FeTILERIY v

Figure 25 Creating users - info

NOTE
a. Only the company admin istrator has the rightto create users.

b. Fields marked with a red asterisk (  *) are required and must be completed to
continue. If a required field is not filled or the information does not meet
requirements, a pop -up will indicate missing or incorrect information.

7.7.2 Step 2 VRoles

Assign a role and save the user in step 2.

1. Selectone or more Userroles for the new user
@ 2. Ifneeded , edit any information  entered in step 1 before saving the user.
3. Click Save to complete the user creation .

If needed , click Cancel at any point. The entered data will not be saved.

®
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Add user

Filter AVAILABLE ROLES SELECTED ROLES

O userrole a7
User reie (O Apo aoministraton user
() Ao structions user
(O 400 location user
O #oorestime user
O A0 retumer
O ApoRs user
O oo scanusar
O Apo TWS user
O Ao weid user
() Asset manager user
() sset manager user DI
O overstecay
(O Project 0 RTS viewer
(O Project Designer
O Proiect Leater
(O Project Operator
(O Profect Flanner
O Project Validstor
(O Profect vertrer
() Reportusec
O supenuser
(O Support mansger
(O Systom managar user

Figure 26 Adding users - roles
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After you successfully complete Steps 1 and 2 , the following steps need to be followed for

account activation and setup.

27).
2. This link opens the Account Setup page (see Figure 28)

1. The new user receives an activation email with an account activation link  (see Figure

MTinfo 3000

Dear user,

An MTinfo 3000 account has been created for you. It has access to company Dual

Inventive starting from 2024-11-01 00:00 CET. Your assigned username is

‘User’.

Click the link below to activate your account by setting your profile information and

password. The link will be active for 48 hours.

Click here to activate your account

If you have any problems, please contact your company's MTinfo 3000
administrator.

Kind regards,
MTinfo 3000

Figure 27 New user activation email

omated email sent by MTinfo 3000. Please do not reply to this email

apply as the default for all functionalities in MTinfo 3000.

NOTE

a. Ifthe link has expired , the user will see a button to request a new email . Ifthe
user didn't receive it or deleted it, the admin can resend the activation email
from the user's profile page in MTinfo 3000 , with the "Send activation mail"

button only visible if the user hasn't set up their account yet.
b. Allthe fields on the account setup page must be filled out

c. The user must set their  preferred time zone.  This time zone will automatically
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Setup your account

To finalize your account, please provide the following data
and set your password.

Email user@dualinventive.com

Username user

First name [ rst name ]
Last name [La‘».t name ]

Initials [] t ]
Mobile nr. [B v +44 7400 123456 ]

Language J=lG[[E v

Time zone  FSVel oI/ CIG ETy

% The password must be at least 10 characters long

Password [pd’—\‘\\.‘.o‘d ]
iy [R T — ]
. p NS -

Figure 28 Account Setup

7.7.3.1 Mobile phone n umber verification

1. A verification code will be sent to the entered mobile phone number.
2. A verification screen will appear where the user must enter the code (see Figure 29).
3. The user has the option to:

1 Resend the code (with a 30 -second interval to prevent spamming).

1 Return to the setup screen to edit the phone number.

4. Once the user enters a valid verification code, all details will be saved, and the account
will be set up.
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K
Verify your mobile number

A verification code has been sent to: +31612345678

If you did not receive a code, check if the mobile number is
correct and request a new code using the resend button below:

I |

Resend code

Figure 29 Mobile p hone number verification

7.7.3.2 Enter PIN code

1. Enteranew PIN code followingthe YIN code c? A.Xseey Figure 30).

2. Confirm the new PIN code by entering it again.

Enter your new PIN code

The PIN code must:

% Have at least 4 digits

% Not be sequential (i.e. 1234, 4321 etc.)

% Not contain only the same digit (i.e. 1111)
% The entered PIN codes must match

New PIN code J

Confirm PIN code J

Figure 30 Enter PIN code

NOTE
You can update your username, password, PIN code, mobile phone number, and

emailaddress inY " naEeeRJGANY s
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7.8 Mana ge users

7.8.1 Edit username

1. Only company administrators can change a user's username.

2. ye Ot AAFN AtN ?2r NeAABNR At N ADBGAdr AcAnreac OK
target user's profile page (see  Figure 31).

3. The user will be notified of the change via email (see Figure 31).

< Cancel

Change username

The user will be notified of the change by sending an email
to: user@dualinventive.com

( | ]

Figure 31Edit username

Dear user,

Your username has changed to user1223.

Your company administrator has updated your username for your MTinfo 3000
account. You can now use it to log into MTinfo 3000.

If you have any problems, please contact your company's MTinfo 3000
administrator.

Kind regards,
MTinfo 3000

This is an automated email sent by MTinfo 3000. Please do not reply to this email
as it will not be read.

Figure 32 Username chan ge email confirmation

7.8.2 Add existing user to new company

If the email address exists but the user is not part of the company, they will receive an email
notifying them of their addition to the company and the roles assigned to them (see Figure
33).
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Dear User,

You have been added to the company ‘ACME company' and will have access
starting from 08-05-2024 00:00 CEST with the following roles:

Roles:
project operator

project planner

If you have any questions, please contact contact@acme.net

Kind regards,
MTinfo 3000

This is an automated email sent by MTinfo 3000. Please do not reply to this email
as it will not be read.

Figure 33 Notificationto the existing user added a new company

7.8.3 Give the existing user a new role

If the email address exists and the user is already part of the company, they will receive an
email notifying them of the new roles assigned tothem (Figure 34).

Dear User,
Your account gained the following roles/privileges for company: ACME

Roles:
Planner

If you have any questions, please contact contact@acme.net

Kind regards,
MTinfo 3000

d email sent by MTinfo 3000. Please do not reply to this email

Figure 34 Notification to existing users on new roles

7.8.4 Deactivate user

When an employee  works in a different place, you must remove or deactivate the user from
the project.

You can only remove a user if the user is not in a project that is in use.

To deactivate a user, you can click on the delete icon i) on the user list of that company (see
Figure 35). They will receive an email notification.
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Search users

Home ¥5300
Filter a8 & |
Email address First name Lastname Company Actions
Search - @mailslurp.biz Dual Inventive s 0
Name or email address @mailslurp.biz Dual Inventive s 0
Status [=] ‘@mailslurp.biz Dual Inventive ')
(Jveactivated @mailslurp.biz Dual Inventive ')
@ active @mailslurp.biz Dual Inventive ra
Company ® @mailslurp.biz Dual Inventive /0
Roles (ditst) g @mailslurp.biz Dual Inventive £ 0
(JApp instructions user @mailslurp.biz Dual Inventive s 0
(D) Aop realtime user @mailslurp.biz Dual Inventive e
(O)app RS user @mailslurp.biz Dual Inventive Il |
OappTws user

(C) Automation_Default_User_Role Showing 1101 of1 rows

(D copy Testrole29122022

(D)1oP PeM Production

(Diop pam service

(D)10P PM without PM prod & service
(D) project and TS viewer

Figure 35 Deactivate user

Dear user,

You have been removed from company '‘ACME company'  This means that you
no longer have access to this company in MTinfo 3000.

If you have questions or concerns regarding the removal, please contact

user@acme.nl
Kind regards,
MTinfo 3000

This is an automated email sent by MTinfo 3000. Please do not reply to this email
as it will not be read.

Figure 36 Deactivate user email notification

If the user is in an active project and you want to update the "Begin login" date, the system
shows this warning: "This is critical information. You cannot modify it as long as the user is
assigned to an open project. "

7.8.5 Restore user

To restore a user, click on theicon & on the QeBnAAT yr .Phedber WA deceive an email
notification.

Once restored , they would regain access to the company.
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Search users

Home 900
Filter a8 & |
Email address First name Last name Company Actions

@mailslurp.biz Dual Inventive £z
Imailslurp.biz Dual Inventive £z
‘@mailslurp.biz Dual Inventive £z

@ vesctivated @mailslurp.biz Dual Inventive #,

Oactive Dmailslurp.biz Dual Inventive -]

Company ® H@mailslurp.biz Dual Inventive 'y

Roles (ditst) = @mailslurp.biz Dual Inventive s,z

()app nstructions user @mailslurp.biz Dual Inventive s

(D) Aop realtime user @mailslurp.biz Dual Inventive ra]

(O)app RS user Dmailslurp.biz Dual Inventive ra+)

(Oapp TWS user

(T Automation_Default_User_Role Showing 101 of 1 rows

(Dcopy TestRole29122022

(D)1oP Pe Production

(Diop pam service

(D)10P PM without PM prod & service
(D) project and TS viewer

Figure 37 Restore user
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7.9 Creating and managing user rights roles

User rights in MTinfo 3000  determine what a user is allowed to see and do in the application,
and what not. Each right corresponds to one or more features/functionalities in the system.

User roles are bundles of user rights which can be assigned to a user. The added value of this
feature is that instead of having to select multiple users per right, they can instead be
assigned one user role that covers all of these rights.

In order to create a new user role, navigate to the company in which you want to create a user
role first .

1. Press the user roles button

n 2. You will see an overview of the current user roles. Press the following button to
create a new user role

Roles

Role name A v Number of rights A% Numbser of users A% Actions
ename . Appadminisuation user 1 3 P
‘ 4 £5 @
Rights E] % 8
s 8
EL ]
20 @
] P |
] P
3 s @
s @
s s 8
‘ P
s . sm 8
2 s @
3 %8
5 @
4 £ @
4 3 s 8
3 P
sm @
5 ) La -l |
6 3 La-I |
¥ i 3 P
Track g 3 £ 8

Figure 38 Creating user roles

3. Give the user role a name and select the appropriate rights. The names of the rights
are self -explanatory and show which area or functionality they grant access to
within MTinfo 3000. Multiple rights can be selected for one user role.
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Create role

Home > Companies > Dual Inventive

Users

Asset manager: access

Role name * [

Category 47
Asset management

Asset management

Filter
N AVAILABLE RIGHTS.
Right
Right A7
Category
() asetmanagement 26 Atticle: creste

O Project management (27 Atticle: edit Asset management
Article: view Asset management

Device: administration Asset management

8 Device: change Unique ID Asset management

) reattime status 2

00000000000

If required, you can

Device: edit
Device: financial administration
Grafana: devices

Device: import

2 (=[] ] ]

Asset management
Asset management
Asset management

Asset management

Figure 39 Creating a user role

copy rights from an existing role using the drop

Copyrights from [T ~

SELECTED RIGHTS

y step 1

-down menu on the right

side.
4.  After creating the user role, you can immediately add one or more users to this role.
This step is optional.
"» 5. Once all these steps have been completed, press the save button to save the user
role.

Create role

Home Companies Dual Inventive Limited User roles
Rights
Filter AVAILABLE USERS
O~ Name aw
Name O users
t O userz
O user1

: BEDEGE

Figure 40 Creating a user role

SELECTED USERS

y step 2
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7.10 Search and view projects

From the page Search project ,search for existing projects

Go to the Dashboard (Figure 10) and click Projects.

The page Search project appears with an overview of the existing projects

a .
Search project
3
- Home 5810
L]
Filter n
=
o Project name Reference Company Type Status Start Date Design Planning  Actions
Project name =]
¥ Safety Plan - 123456 W contract 612344 Tryoutenvironment PO Re Released 31/05/2023 sese esoe &
Ll | Otiona safety plan -week 42 WBI 479826 - week 42 Tryout environment PO RC Not released 22/11/2023 L L] ®000 *
Reference =] Amsterdam WB| nr: 00880144 B8014A Tryout environment PO RC Not released 28/06/2024 °000 ®000 &
a
optiona Safety Plan - 123456 - duplicate test WEI contract 61234A Tryout environment PO RC Not released 27/02/2025 8000 8000 7
-] TestBrian Tryoutenvironment PO RC Not released 15/04/2025 0000 0000 -4
Project type =] )
Safety Plan - 1234567 WBI contract 612344 Tryout environment PO RC Not released 11/05/2025 8000 @000 24
Regular
8 . safstds Tryout enviranment PO RC Not released 23/06/2025 0000  OODO -3
RC
Ready to release B Showinglta7ofTrows 10. rowsperpage

(Dot released (Ready to release )
Status e

@ Activated
@ released
@ ot released

(Oclosed

Project Start Date (EuropejLondon)

8 | Optional

Project End Date (Europe/London) =}
& |Optional

Company =}
Optiona

Devices a8
Optional

Project leader @

user @

Figure 41 Search project

From this page, search, filter and sort projects.  On the left side ,you see Filter. Enter a project
name and/or reference |, partially or as a whole .Use filters ( project type, ready to release, status,
etc.) for effective searching.

Use the arrows to sort projects alphabetically (a -z or z-a).

NOTE

Search, filter , and sort are available for many overviews, for example : users, reports,
etc.
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To view an individual project, click the project y r deepage View project appears

View project
Home > Projects w900
200600 s ETn
PROJECT INFO PROJECT TASKS
Projectname DI_A2 Tosk Usern
A Setup User 1
Company Dual Inventive Test @ Design User1
@ Verify Design User1
Reference @ Validate Design User 1
o Plan User1
Projecttype RC @ Verify Planning User 1
@ Validate Planning User 1
(Operators can return project Yes Release User 1
Return User 1

Start Date (Europe/London) 27-03-24

Site Leader UNASSIGNED SETUP USERS.

All users assigned
Project Planner -
Safety Coordinator -
Description
Status ot refeased (Ready to release)

Design Definitive

Planning Definitive

Figure 42 View project

From the tab Setup, you have access to several functions for the selected project

Edit a project

View the real -time status

Close a project .

Switch protection zones  (not active ).
Duplicate a project .

Release a project (not active) .

Download a report or document.

Return a project (not active) .

When a button is not active, it is colour ed light blue. No t active buttons become active (blue)
after having performed the applicable actions in MTinfo 3000.
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You can also view:
a. Project details: project name, company, project type, start date, Site Leader, Project Planner ,

etc. (scroll down to see more );

b. The status of project tasks.

Click th e icon to go back to the Dashboard

NOTE

There are different ways to access several functions in MTinfo 3000, for example
from the Dashboard or the page View project. Not all different ways are discussed in
this manual. You will learn by doing and find ing your own way in MTinfo 3000.

7.11 Creat e projects

This section explains how to create  MTinfo 3000 project s. A project allows you to easily set up,
design, plan and control protection zones

7.11.1 Setup project s

Before you set up a project, first create a new project

1. Gotothe Dashboard (Figure 10).
@ 2. Click on Projects to access the page Search Projects .

3. Create a new project.

@ 4.  Start the setup.

The page Setup project appears. Follow step s 1to 3to setup anew project.
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7.11.1.1 Step 1 - Project info

In step 1of the project setup, add the applicable project information.

Setup project

Home Projects v5.921Q

1 ol 00

= Project Info LI Tasks

Project name * [ Project name ] Description | Optional

Company Tryout environment PO

Reference [Upt\:‘a. ]

Project log remark | Optional

Start Date (Europe/London) *

& | Required

Site Leader

Project Planner

Optiona

Optional ]
Safety Coordinator [ Optional ]

Figure 43 Setup project - project info

1. Fillina Project name.
2. Optional: add a Reference .
3. Select RC as Project type.

4. Select Yes/No ¢, R Y An N & AetuenceRC nQe Y NQA r y s

5. Fillinthe Start date (this date is just used as an indication to know when the project
is planned to start but does not actually do anything).

6. Optional: add a Site Leader .

7. Optional: add a Project  Planner .
8. Optional: add a Safety Coordinator.
9. Optional: add a De scription.

10. Optional: add a Project log remar k.

@ 11. Gotostep?2 .
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7.11.1.2 Step 2 - Users

In step 2 of the project setup,

select the project users  (planners).

Karlo Herin
A i

Setup project

Home Projects
=
Q
= °
[+ Project Info
&
Filter

Name

User manual MTinfo 3000

PROJECT USERS

@ Name AV
@ Karlo Hering

Opt @ Peter Planner

Project role

Setup

Design

Verify Design
Validate Design
Plan

:] Verify Planning

More options

00000

User role

€ sam safety

H-B

Wow W w W w

Tasks

SELECTED USERS

+ Karlo Hering
« Peter Planner
* Sam Safety

TEpaEY - |

Figure 44 Setup project - users

1. Selectthe

project users.

@ 2. Goto step 3.
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7.11.1.3 Step 3 - Tasks

In step 3 of the project setup, connect the project users and tasks.

WARNING
Never assign a single project userto all tasks. Verification and validation  should
be independent of the project design and planning. MTinfo 3000 recommends

assigning at least two users to the setup stage.

Setup project

Home Projects User manual MTinfo 3000 6010

© .°

a Project Info Users

)

Name (T)4 setwp [()Design [ )Verify Design [ |Validate Design [ |Plan [ Verify Planning (@ Validate Planning [~ ) Release

) Return

Karlo Hering [v] [v] ()] OJ (-] [ ] ] ]
Peter Planner C] D :J D . . . . .
Sam Safety 0 0 (] [v] O [v] ] O @]

Figure 45 Setup project - tasks

1. Assign the project users to their tasks.

®

If needed :change any entered data  of the previous steps before saving the project
setup.

=) 3. Savethe project setup .

4. Ifneeded :cancel the project setup at any point. The entered data will not be saved.

® @

NOTE

un dr &ENOQeBBNADANDZ re Arrdf A A BdAgB?B ©R Aj
X é NA ? &A %Xbe dlapendert/on one person to release or return a project.
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7.11.2Design project s

Design project s are used to create protection zones and assign devices to them

1. Gotothe page View project (Figure 42)
2.  Click the tab Design for access to the steps of the p roject design.

E] 3.  Start the design.

The page Design projects  (Figure 46) appears. Follow step s 1 to 4 to design the project.

7.11.2.1 Step 1 - Devices

In step 1lof the project design ,select which device s are to be switch ed on the project. Only
switchable devices are displayed.

WARNING

Make sure that the devices on the project are located at the correct location in the
track. Do not do this via GPS  tracking but check the actual position in the track.

Karlo Herin
 \ ta

Design project

Home Projects User manual MTinfo 3000 56000

Protection zones Setup Message

1rows selected

1D code B
1D code Status Type Remark PROJECT DEVICES

Optional @ mus Active ZKL 3000 RC
* T0128 (ZKL 3000 RC)

Status
Dactive

D service
Type

(D zxw 3000Re

Showing 1 to 1 of 1 rows

Remark

Optional

Figure 46 Design project - devices

1. Select the devices to be switched. See the selected devices on the right side of this
screen: In alistor on a map.

@ 2. Goto step 2.
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NOTE

In case the location of a device needs to be changed later on, contact the person
ndAt At N n e NeSignand chahggthe design according to the process.

NOTE

Ensure that before and during the design, connections are present with the devices
that are to be used. If connections are not present, a project can never be released.
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7.11.2.2 Step 2 - Protection zones

In step 2 of the project design, create protection zones.

‘ Karlo Hering ‘

Design project

Home Projects User manual MTinfo 3000 5.60.00

a Devices Protection zones Setup Message

CREATE PROTECTION ZONES

Protection zone name Descriptions
[Psquued ] [Optmna\ ] o
[Reqmred ] [Opuona\ ] o

Figure 47 Design project - protection zones

1. Create one or more protection zones.
2. Fillin a Protection zone name.  The name must be unique within the project.

3. Optional :fillin a Description.

@ 4. Goto step 3.
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7.11.2.3 Step 3 - Setup

In step 3 of the project design, link the selected devices (step 1) and protection zones (step 2).

NOTE

It is not possible within a project to add the same device to two protection zones.

'y Karlo Hering ‘

Design project

Home Projects User manual MTinfo 3000 56010

000

Optional

a Devices Protection zones Message

Filter SELECT DEVICE(S) ADDTO PROTECTION ZONES
PROTECTION
()] Serial number AV Status AV Device type AV ZONE LEEDS 1

] m 1 T0128 (ZKL 3000 RC)
LONDON o
() active 1

Device type
(O zKL3000RC 1

Serial number

Figure 48 Design project - setup

1. Select one or more devices.
2. Click the button  with the name of the protection zone to add the selected devices to

the protection zone. Atthe  right -side, see an overview of the linked devices and
protection zones.

4. Gotostep 4.

3. Ifneeded :remove a device from the linked protection zone.
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7.11.2.4 Step 4 - Message

In the optional step 4 of the project design, messages can be added . They will be displayed
when a user opens protection zone s in the app.

Karlo Herin
 \ &

Design project

Home Projects User manual MTinfo 3000 v5.6010
=
Optional
) .
= °
a Devices Protection zones Setup Message
&

ADD MESSAGES

This message will be shown to the user when they open the protection zone in the MTinfo App.

Protection zone name Message
Leeds [Dplmra\ ]
London [Ont\or‘a\ ]

Figure 49 Design project - message

1. Optional: Add a message to each Protection zone name.

The last step is to save the project design (see 7.11.2.h
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7.11.2.5 Step 5- Save project design

Save the project desig n before starting the  verification and validation . Or verify and validate
the project design directly (see 7.11.4.

NOTE
To reduce risks, MTinfo 3000 uses the six -eyes principle. It is strongly recommended
that a second authorised user should verify the design and a third authori sed user

should validate the design

NOTE
You can verify and validate the design directly if you are authorised .Because of the
six-eyes principle, Dual Inventive does not recommend this step in operational use.

1. Click the icon

This screen appears:

Save design n

Based on your assigned tasks within the project, you are also allowed to perform the following
actions:
Possible actions ' Save

+O Submit for verification
+O‘.’en{\,«
+D‘Jal'date

Project log remark

Current status Not created

The new status will be

asur ]| ost |

Figure 50 Save design

®

Tick the box Submit for verification. Authori sed project users  will be assigned to
the task Verify project in My MTinfo.

Tick the box Verify if you want to verify the  project design directly.
Tick the box Validate if you want to validate the  project design directly.
Optional : add a Project log remark . This will be shown in the Project log (see 10.5.

If needed: change any entered data before saving the design as final. Click on any
of the previous steps and change the data accordingly.
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7. Save the project design.

7.11.3 Plan projects

Plan projects is used to assign project users to protection zones which they are allowed to
switch.

The MTinfo 3000 planner must know national legislation before creating a safety plan. (SRAC
MTI 4)

1. Gotothe page View project  (Figure 42).

2. Click the tab Planning for access to the steps of the project planning.

E] 3.  Start the project planning.

The page Plan project ( Figure 51) appears. Follow steps 1 to 6 to plan the project.

7.11.3.1 Step 1 - Switch users

In step 1 of the project planning, select the switch users.

Switch users Protection zones Instruction App Documents Access Levels Devices

Filter SELECT SWITCH USERS SELECTED SWITCH USERS
e
(-] Name AV Can return project AV  Project Operator
o Name 0O AppRS No ® Uiy
( 0 AppTWS No
Project Operator No
O Project Operator (non retum) No
@) Super User Yes
@) Toine van den Boom Yes
User 1 Yes

Figure 51Plan project - switch users

1. Select the Switch users that are allowed to switch protection zones and return
projects via mobile application

@ 2. Goto step 2.

NOTE

This icon shows users without access to the app or rights to view the project in
MTinfo 3000. Users without switching rights are not shown in this step to begin
with .
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NOTE

If a scheduled switch user becomes ill or is absent, contact the person with the
neEe YNOAyr édftan &@KAAAANGQAT AADZ Ot AAT N At N n&

It is advised to schedule a backup.
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7.11.3.2 Step 2 - Protection zones

In step 2 of the project planning, assign the selected switch users (step 1) to the protection
zones they are allowed to switch. The time period during wherein the switch users can switch
the protection zone can be determined in this step.

Plan project

Home > Projects > Dual Inventive s

& 000

Switch users Protection zones Instruction App Documents Access Levels Devices

SELECT SWITCH USERS ADD TO PROTECTION PROTECTION ZONES
ZONE
Name DI_UK 1

Name Switchright from / to (Europe/London)

User 1 ‘ 5

) (@ |

Figure 52 Plan project - protection zones

1. Select one or more switch users.

2. Add switch users to the protection zone by clicking the button(s) with the name(s) of
the protection zone(s). On the right side, the time period for switching appears.

3. lIfneeded ,remove a user from a protection zone.

4. Optional: fill in the time period (from/to). Switch users can only switch the protection

zone within this period. If the fields are kept empty, switch users are not limited ;in
that case , protection zones can be switched by the assigned user(s) until the project
is returned.

@ 5. Go to step 3.

The operator may only access the track according to national and company safety
instructions. (SRAC MTI 5)
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7.11.3.3 Step 3 - Instruction app

In the optional step 3 of the project planning, switch users are automatically selected. This step
serves to select the non -switch users who need access to documentation. The instruction tile
of the app tile contains all relevant instructions for the proje ct.

NOTE

If switch users are assigned to protection zones within a switching period, they
cannot be deselected.

Karla Hering &

Plan project

Home Projects User manual MTinfo 3000 56000

Optional Optional Optianal

4 O 000

a Switch users Protection zones Instruction App Documents Access Levels Devices
o
Filter SET INSTRUCTION APP AUTHORISATION SELECTED USERS
O Name AV * HKarlo Hering
Name v Karlo Hering
] @] Peter Planner

[:n:] 1-20f2,selectcd ) [RTI

Figure 53 Plan project - instruction app

1. Select the users who need access to the instruction tile of the app.

@ 2. Goto step 4.
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7.11.3.4 Step 4 - Documents

In the optional step 4 of the project planning, upload documents that users can consult
through the instruction tile of the app.

Karlo Herin
 \ &

Plan project

Home Projects User manual MTinfo 3000 56000

=

aptional Optional optional optianal
Q
= ° ° °
=
a Switch users Protection zones Instruction App I — Access Levels Devices
Bl 000 e eeen

Document name Size
i Drop a file here, or ' Karlo Hering.jpg 0.6 M8 o

Figure 54 Plan project - documents

1. Upload one or more documents by dropping them into the indicated box or select
files (max. 8 MB) manually. The names of the uploaded files appear after uploading.

2. Ifneeded: change document names.

If needed: delete files.

P

Go to step 5.

O}
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7.11.3.5 Step 5 - Access levels
In the optional step 5 of the project planning:

a. Determine the user authorisation;
b. Determine the document authorisation levels;

c. Add users to the documentation mailing list.

Karlo Herin
 \ &

Plan project

Home Projects User manual MTinfo 3000 56010

Optional Optional Optional Optional

4 O 000

o Switch users Protection zones Instruction App Documents Access Levels Devices

SET USER AUTHORISATION LEVEL SET DOCUMENT AUTHORISATION LEVEL
Name Level Use document Minimum required access level
Karlo Hering 000 General feedback templates G Fom1 [OX6 =]
@romz 02O
DOCUMENTATION MAILING LIST Logbook feedback templates @Fom2 [OJO) 3]
Add additional users so they can receive documentation by email Documents Karlo Hering jpg [OX6] 3]

Name

Figure 55 Plan project - access levels

The black coloured numbers determine the authorization levels:

© @ 3 Only users with level 1 have access to documents.

(1) ® (3@ Only users with level 1 and 2 have access to documents.

(1) (2) @ All users have access to documents.

1. Setthe User authorisation level by clicking the level.
2. Setthe Document authorisation level by clicking the level.

3. Optional: Add users to the Documentation mailing list.

@ 4. Goto step 6.
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7.11.3.6 Step 6 - Devices

NOTE

This optional step 6 of the project planning is currently being decommissioned; you
can skip this step.

Karlo Herin
 \ &

a
Plan project
#~
Home Projects User manual MTinfo 3000 v5.60.00
=
aptional Optienal optional optional
Q
= ° °
=
[+ Switch users Protection zones Instruction App Documents Access Levels Devices
&

e - “ o

0 rows selected

1D code

[ 1o code Status Type Remark PROJECT DEVICES
Optional ] No matching records found
Status -
Dactive
D service
Type

(C)CRTM 3000 - Gateway

(D) cRTM 2000 - Temperature...
(Dere 3000

(D zk 3000

Remark 8

((lpwmn\ ]

Figure 56 Plan project - devices

The last step is to save the project planning.
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Save the project planning and submit it for verification or validation. Or verify and validate the

project planning directly (see 7.11.3.

NOTE

To reduce risks, MTinfo 3000 uses the six -eyes principle. It is strongly recommended
that a second authorised user should verify the planning
user should validate the planning.

,and a third authorised

NOTE

use.

You can verify and validate the planning directly if you are authorised. Because of
the six -eyes principle, Dual Inventive does not recommend this step in operational

This screen appears:

Save planning

actions:

Possible actions

Project log remark

Current status

The new status will be

v Save

*DSuum\L for verification
+DVerH\;
+DVa\'dale

Based on your assigned tasks within the project, you are also allowed to perform the following

Not created

Concept

[B) SAVE

Figure 57 Save planning

Saving the project planning works similar as saving the project design (see

MTinfo 3000 web app User Manual

7.11.25

Page 70 of 137




1 Duallnventive

Transforming Rail Safety

7.11.4 Verification and validation

To utili se the six -eyes principle in  MTinfo 3000 , at least three people need to check both the
project design and the  project planning before releas ing projects . When a project is ready to
be verified or validated, My MTinfo shows the applicable action sto be perform ed.

1. Gotothe Dashboard and goto My MTinfo (on the right side, see Figure 10) which
shows an overview of the assigned tasks in MTinfo 3000

2. Click the task Verify or Validate .

The page View project appears . Depending on the task, the tab Design or tab Planning is
selected :

p
setup “ Pansing Documents Project log
Qo

) BE

GORINCHEM

o Device Service date Status Remark.
T0128 (ZKL 3000 RC) 27/01/2022 Active

Descriptions: Station

Message: -

LEERDAM
Device Service date Status Remark
No devices assigned 1o protection zone

Deseriptions: Station

Message: -

REQUESTED DEVICES

Device Service date Status Remark

Al devices have been assigned

Figure 58 View project - verify and validate

3. Clicktheicon.

MTinfo 3000 web app User Manual Page 71of 137



1 Duallnventive

Transforming Rail Safety

Depending on the task, the screen Check design or Check planning appears

Check design n

Based on your assigned tasks within the project, you are also allowed to perform the following
actions:

Possible actions + Verify
+ OVaUdatc—

Project log remark | Optional

Current status Ready for verification

The new status willbe Ready for validation

Corion | et | st

Figure 59 Check design

4. Optional: fill in a reason in the field Project log remark.

5.  Click to approve or reject the validation or verification.
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7.11.5Releas e, Return and Clos e projects

Once MTinfo 3000 project s have been set up, designed and planned, project s must be
released before they can be operational .Return and close are two more functions for
managing projects.

NOTE

For safety reasons, you can only change a project when it is not released. To change
areleased project, first,it needs to be returned  (see 7.11.5.p

7.11.5.1 Release project

When a project is released, the assigned devices are locked to th e project . They cannot be
used simultaneously on different (released) project s.

To release a project:

1. Goto the page View project (Figure 42),tab Setup .

2. Click th e button.

This screen appears:

Release - User manual MTinfo 3000

» Planning

» Design

» Device availability
» Request release

¥ Project released

¥ Inform users

Figure 60 Release - start

REL EEA 3. Click this button.

NOTE

Before releasing a project, please check the battery history of assigned devices.
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Release - User manual MTinfo 3000

+ Planning

+ Design

+ Device availability
+" Request release
+ Project released
+ Inform users

Figure 61Release - finished

Table 7-3 explains the checks

CHECK EXPLANATION

Planning Checking the project planning

Design Checking the project design

Device availability Checking the device availability

Request release Checking if the project can be released.

Project released The projectis released .

Inform users Informing the  project users through e -mails that a project has been
released .

Table 7-3:Release checks

When a check is successful, a green checkmark appears next to it. When a check is not

successful, a red cross appears in front of the specific step with its cause. Resolve the problem:
CHECK PROBLEM SOLUTION
Planning The project planning is not Complete the project planning.

completed. The planning is not
verified and/or validated.

Verify and/or validate the project
planning .

Design The project design is not
completed. The design is not
verified and/or validated.

Complete the project design. Verify
and/or validate the project design.

Device availability The device is not available
because of several reasons, e.g.,
the device is defect, empty

Check the real -time status of the
device and resolve the problem.

9 the secure server is down;

batteries.

Request release The project cannot be Check if the device is not used in
requested for release for many any other projects. Check if the
reasons: device does not have any errors or

MTinfo 3000 web app User Manual
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CHECK PROBLEM SOLUTION

else contact Dual Inventive to

1 the device is used in other .
resolve the issue.

projects;

1 the device has errors.

Project released The project cannot be released. A project cannot be released when
one or more devices are offline.

solve the issue, contact Dual

®ANAr N Ot NOs At N DA
and reset the device. If this does not

Inventive.
Inform users Users do not receive any SMS or Check if the correct phone number
email when the project has and email is filled in.
been released. Also check if the email notifications

are turned on. If so, then contact
Dual Inventive.

Table 7-4:Release check troubleshooting
Once the problem has been solved, attempt to release the project again. When all checks are
successful, the project is released.  All project users receive  an e -mail.

E? € Af XnaEeYNQA &NANAr NDZ Ot NOt Ty dgARe ennn QAA
maintenance date of a device expires during the project.

Device maintenance

T0129: Beware, this device requires service. We recommend not to
use this device

Figure 62 Release y warning service date of  a device expires

If the project cannot be released, it is because it has not received the 'Validated' status, is
ANen QeAr ¢DNENDZ r ARNR AN eac BeacN DANW¥ dONr AacN e
status. (SRAC MTI 15)

pull
pul
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7.11.5.2 Return project

If you want to end or edit a released project, first it must be returned. This is for safety reasons
and it prevents that devices are used simultaneously on multiple projects. As soon as a project
has been returned, the devices can be released on other pro jects.

NOTE

After returning a project, users cannot switch protection zones on the project
anymore. Any devices that have been switched on, will remain switched on even
after the project is returned.

7.11.5.2.1 Return via web application

1. Goto the page View project (Figure 42),tab Setup.

2. Click the button.

This screen appears:

Return - User manual MTinfo 3000

» Request return
} Project returned
¥ Inform users

Figure 63 Return - start

3. Click this butto n.

MTinfo 3000 performs several checks again before returning a project

Return - User manual MTinfo 3000

" Request return
+ Project returned
+ Inform users

Figure 64 Return - finished

When a check is successful, a green checkmark appears next to it. When a check is not
successful, a red cross appears in front of the specific step with its cause. This will normally not
happen because you can return a device in most circumstances, even when a battery is

empty. When a red cross appears , please follow the section troubleshooting in the User
Manual of your device. If that does not help, please contact Dual Inventive

When all checks are successful, the project is returned. All project users receive ane -mail. If
the project cannot be returned, MTinfo 3000 will notify the  user who is trying to return the
project.
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7.11.5.2.2 Return via mobile app lication

This feature allows operatorsonsite Ae YéNA? €Ay A nheie Mobi@mpplicatione ? 7 t
once itis released. The purpose of this feature isto  free the device (s)under the released
project (s)so that the device(s) are immediately available for other projects.

Toenablethe Y é N A Piamnopile app , all the pointsin Table 7-5 must be checked.
Checks Company Level User Role Level Project Level Outcome

Check 2: User must  Check 3: Under 'Project

Enable Check 1. Under be assigned to the ANA?NS eE Yy

Y! DDZ >e Bn

Operator can
return via mobile

Return via - 'Project: return '‘Operators can return’ S
. ecE Y MDZ A T : application.
Mobile SeBnAAT VR (operator)' right is enabled.
app " y B (in one or more of (see Figure 43)
'Operrilt_ors can their assigned user Check 4: Operator is
return’is roles). appointed operator for
enabled. (see Figure 26) minimum 1 protection
(see Figure 18, zone.
Figure 22) (see Figure 52)
Table 7-5:Enable Return via mobile application
Other configuration for e nabl ing returns:
The check under the company level must be enabled , to enable the feature at the project

level . The user role level check is independent of either setting.
To disable the X é N A Yumatidnality via the mobile app, follow these steps:

1. Uncheck any one of the points listed in Table 7-5.

2. Revoke the rights of all user(s) assignedtothe Y a&Ee YNOQAT @ENA Andehthaye n NcEAA & U

project.

ONNn dA BgADZ At Aan XA& NA vkkdhg mobile gpiplication sam only be revoked if
the user is not an operator for a released project with the feature enabled.

NOTE

Refer to the MTinfo 3000 mobile app user manual for more informatono nY é NA ? A
function used in  m obile application.
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Once a project has been completed, it remains on your list of available projects

release a project again . If you want to delete projects on your list, close the project.
possible to close a project whenitis not released.

Transforming Rail Safety

, SO you can
Itis only

NOTE

Closing a projectis irreversible. Be aware that a closed project can
(see Figure 42).

still be duplicated

To close a project:

1. Goto the page View project (Figure 42),tab Setup.

E] 2. Click th eicon.

This screen appears:

Confirm

e

Are you sure you want to close this project?

Figure 65 Close

3. Click OK to close the project  permanently

Closed projects QAA kN % dNARNDZ Reec &NRN&ENAOQN St NA re? Ot AAPN
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8 SWITCH PROTECTION ZONES

You can switch protection zones through the MTinfo 3000 web app and mobile app. To switch
protection zones remotely, you must have authorisation.

NOTE

a. Only users with switch user rights can (de)activate a device in a released
project. (SRAC MTI 11)

b. Ensure track workers are safe before (de)activating a device. (SRAC MTI 12).

c. For switching protection zones through the mobile app, refer to the MTinfo 3000
mobile app User Manual.

This section tells you how to select and switch protection zones through the MTinfo 3000 web
app.

1. Goto the page View project (Figure 42),tab Setup.
E 2. Click t he switch protection zone icon.
You can only switch protection zones for a released project . If the project is not

released the button will be disabled.

The page Switch protection zone(s) appears. Follow steps 1 and 2 to switch single or multiple
protection zones.
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8.1 Single zone switching

8.1.1 Step 1 - Protection zone s

Switch protection zone(s) - Safety Plan - 123456

Home Projects Safety Plan - 123456 300

Ld Protection zones Switch

(C)selectall A Collapse all v Expand all

-]
@ EMPLACEMENT SITTARD e o

2000.0119 x

Hide devices

Figure 66 Switching single protection zone

1. Select the protection zone to switch.
The status of the zone will be indicated by a shifticon (see Figure 67).

1 Agreen shifticon 22 indicates all devices within the zone are activated and  have no

errors.
Ared shifticon 3 indicates all devices within the zone are deactivated.

T An amber shift icon p o indicates one or more devices within the zone are

deactivated, and other devices are activated.

1 A grey shifticon indicates the status is unknown or no devices are assigned to the
zone.
2. Click X fi t @D@N % d, QoNseewhich devices are contained in the protection zone. Click

X Mi nAADZ A K Avkichadevicest aeetontained in all protection zones in the project ,
e X>eAKKAnr N AAKAXx Ae t DN AAKA At N DNW¥JONr Q?

The status of each device will be indicated by a shift icon .
1 A green shifticon 72 indicates the device is activated.
1 Ared shifticon ped indicates the device is deactivated.

1 Agrey shifticon indicates the device status is unknown.
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simzklv3_0002 o4
simzklv3_0003 b 4

Hide devices

2000.0011 x

2000.0004 x

Hide devices

simzklv3_0002 =
simzklv3_0003 b o4
Hide devices
| A a /’l

Figure 67 Switch protection zone status

The system disables the protection zone and shows a closed lock icon & f one of these
conditions is true:

9 No devices are assigned to the protection zone.
1 You are not the assigned operator.

1 You are not allowed to switch the protection zone currently.

@ 3. Gotostep 2.

8.1.2 Step 2 - Switch

In the second step, choose to switch the devices on (activate ) or off (deactivate ).
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Switch protection zone(s) - User manual MTinfo 3000

Home Projects User manual MTinfo 3000 v5.6010

Protection zones
You are about to switch devices in the following Real-time status
protection zones:

Leeds

LEEDS

Select action

Type 'on’ or "off' to continue *

3G T0128 (ZKL 3000 RC)

‘cn

Enter pin code to execute action *

[eat

Figure 68 Switching single protection zone (b)

1. Select:ON or OFF
2.  Type:on or off .
3. Enteryour PIN code .

4.  Submit.

On the right side, under the Devices tab, you can see if the action was successful or not.
You can also see this in the Real -time status tab (see 10.).
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When the request is successful, the result will be like the example below:

Switch protection zone(s

devices have been switched successfully

Figure 69 Switch successful message

NOTE
a. The user must check if the protection zone is (de)activated, after making

changes to its status. (SRAC MTI 9)

b. By default, you can switch only one protection zone at a time. It is possible to
switch more than one protection zone at the same time if you have company -

level authorisation.

c. Ifyou try to switch more than one protection zone and one or more zones do not
respond (for example, because of a temporary connectivity problem), the system

may switch on a zone that is already on or switch off a zone that is already off.
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8.2 Multiple zone switching
NOTE
It is only possible to switch multiple zones at once if this setting is enabled  for your
company .

8.2.1 Step 1 - Protection zones

Switch protection zone(s) - Safety Plan - 123456

Home > Projects > Safety Plan- 123456 153400

Protection zones Switch

@ selectall A Collapse all v Expand a

' EMPLACEMENT SITTARD e o ~ WORKZONE2 e °

2000.0119 x T0134 x

Hide devices Hide device

Figure 70 Switch ing multiple protection zone s

1. Select the protection zone(s) to switch.
The status of the zone(s) will be indicated by a shifticon (see Figure 67).

1 Agreen shifticon 22 indicates all devices within the zone(s) are activated.
1 Ared shifticon 72 indicates all devices within the zone(s) are deactivated.

1 An amber shift icon = indicates one or more devices within the zone(s) are

deactivated, and other devices are activated.

1 A grey shifticon indicates the status is unknown or no devices are
assigned to the zone(s).
2. Click XAt DA W d, QoNseekwhich devices are contained in the protection zone (s). Click

XMi nAANDZ AKKX Ae rten AtdgoOt DAWJGONr AcN OQeAArAd/
X>e AAAnr N AKKX Ae t dDN AKK At N DAWJONr 0O? a&NAA

The status of each device will be indicated by a shift icon .
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1 A green shifticon 73 indicates the device is activated.

T  Ared shifticon b o4 indicates the device is deactivated.

1 A grey shifticon indicates the device status is unknown.

The system disables the protection zone (s) and shows a closed lock icon & if one of these
conditions is true:

1 No devices are assigned to the protection zone.
1 You are not the assigned operator.
1 You are not allowed to switch the protection zone (s) currently.

8.2.2 Step 2 VSwitch

In the second step, choose to switch the devices on (activate) or off (deactivate).

Super User
Y pe!

a
Switch protection zone(s) - Test project RC
Fa
Home Projects Test project RC VS 6400
[+]
=
. O @
= Protection zones
a
You are about to switch devices in Real-time status
= A
- E
F A N

2 simzklv2_0000 (ZKL 3000 RC)
2 simzklv2_0010 (ZKL 3000 RC)
2 simzklv2_0011 (ZKL 3000 RC)

3 simzklv2_0013 (ZKL 3000 RC)

Select action .
2 simzklv2_0014 (ZKL 3000 RC)

Type 'on' or 'off' to continue * .
3G simzkIv2_0015 (ZKL 3000 RC)

[ on ] 3 simzKklv2_0016 (ZKL 3000 RC)
32 simzklv2_0017 (ZKL 3000 RC)
3 simzklv2_0018 (ZKL 3000 RC}

Enter pin code to execute action *

[ ] E v
=3 F “

Figure 71Switching multiple protection zones (b)

1. Select: ON or OFF
2. Type: on or off.
3.  Enter your PIN code.

4.  Submit.

MTinfo 3000 web app User Manual Page 85 of 137



1 Duallnventive

Transforming Rail Safety

On the right side, under the Devices tab, you can see if the action was successful or not.
You can also see this in the Real -time status tab (see 10.).

When the request is successful, the result will be like the example below:

Switch protection zone(s)

All devices have been switched successfully. X

v Request switch
v Protection zone(s) switched

Figure 72 Switch successful message

8.3 Switch errors and warnings

The system groups errors and warnings by protection zone and by rail device
9 Arrail device with this amber error icon A indicates error.
1 A protection zone with red shift icon with an error icon < A indicates the zone is
de activated and one of the devices has an error.

1 A protection zone witha n amber shifticon with an error icon 3G 4\ indicates the zone
is activated and one of the devices has an error.

2000.0011 X A
2000.0004 3
Hide devices
oo 000
T0406 X A

Hide devices

Figure 73 Switch errors

Move the pointer over the icon on the rail device to see more information about the error
code.
In case there are errors and/or warnings, the result of the switch appearsina pop -window, as

shown in the example below:
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Switch protection zone(s)

[514] There are one or more device errors or warnings X

A A

simzklv2_0000: [1062] Key switch is not in the operational position. Remote switching is not
possible. Change the key switch position to enable remote switching

simzklv2_0000: [2001024] Short circuit was already present upon activation. A short circuit
was already present in the immediate area at the time of activation {section is not empty).
The short circuit is not guaranteed. Convince yourself of a good short circuit {in an empty

section)

simzklv2_0012: [2001030] Main bat. status is low. Replace the battery

+ Request switch
X Protection zone(s) switched

Figure 74 Switching error - single zone

MTinfo 3000 web app User Manual Page 87 of 137



1 Duallnventive

Transforming Rail Safety

1 A green colour

Switch protection zone(s)

[514] There are one or more device errors or warnings

A

simzklv2_0000: [1062] Key switch is not in the operational position. Remote switching is not
possible. Change the key switch position to enable remote switching

simzklv2_0000: [2001024] Short circuit was already present upon activation. A short circuit
was already present in the immediate area at the time of activation (section is not empty).

The short circuit is not guaranteed. Convince yourself of a good short circuit (in an empty
section)

simzklv2_0012: [2001030] Main bat. status is low. Replace the battery

F

+" Request switch
X Protection zone(s) switched

Switch protection zone(s)

[514] There are one or more device errors or warnings

A

E
simzklv2_0026: [2001031) Main bat. status is critical. Replace the battery

+ Request switch
X Protection zone(s) switched

Figure 75 Switch error - multi zone

indicates the device switched successfully.

1 Avyellow colour indicates switching succeeded, but one or more devices reported
warning

1 Ared colour indicates one or more devices did not switch successfully and reported
error.

ye &eNreAWN At N dgrr?NR caNRNa& Ae At N

an

i r NOAdeA Xy ace?k ANr t x

this does not solve the problem, contact

DI Technical Support
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9 REPORTS

Reports provide various aspects of ~ project data, userrights, and device performance, such as
detection, location data, battery levels, and more. With MTinfo 3000 , the user can generate
different types of reports:

There are two broad categories of reports:

1. Periodically generated reports

91 User generated

91 Runs periodically for an indefinite time

1 Report data is available for 90 days  only.

2. One -time generated reports

1 User generated

1 Runs only once

1 Report data is available for 90 days  only.
Additionally, there are different sub -categories of reports accessible under both:
Project

A project report is used when multiple devices of the same project need to be added to a

report. In that case, the user can search for the relevant project and immediately select all the
devices on that project instead. The data that will be generated in t his report consists of a
history or snapshot  of the selected sensor data of devices, such as switch status, detection
status and battery voltage.

Project switches
A project switches report shows the switch actions that are done on a project, per device,
paired with

1 how long it took for the command to be executed (measurement of the time it took for
the switch command to be sent to the device, and for the device to actually perform the

switch action )
1 whether this command was executed successfully.

Devices

Devices (periodical ) reports show the same data as Project (periodical) reports. The only
difference is that no project needs to be selected in the Devices (periodical) report. That makes
this a faster option if a user only wants to generate the report of one device, or of mu Itiple
devices spread out over different projects.

Device switches

This is a detailed report that shows exactly how long and how often selected devices have

been switched. It uses a different formula to determine these switches , So that it also includes
different scenarios such as devices being offline, and key switch actions. Because of this, the

switch data of this report may differ from other reports such as Devices and Project switches.

GPS

This report is exported as a .kml file, which is used to display geographic data in Earth
browsers such as Google Earth. In this report, users can see the geographic history of selected
devices in such an Earth browser."
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9.1 Periodica | Reports
This section explains how to generate a periodical report. As an example ,a Devices report is
generated.

1. Gotothe Dashboard (Figure 10)and c lick Reports.

The page Reports appears:

4 MerloHering 2

Reports

Home V58009

= Project (Pericdical) netiti Period from / to AV Report type AV Send by email AV Actions

= [—] Devices (Periodical)
Device switches (Periodical)

User rights (Periodical)

LIl Report type

Device Overview (Periodical)

Figure 76 Reports - periodical

2. Click the icon.

3. Select Devices (Periodical).

The page View Report appears. Follow step s 1to 5 to generate a report.
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9.1.1 Step 1 - Report info

In step 1of generating a report, add basic information.

View Report

Home Reports

= Report Info Users Devices Display General

)
LLEEILEN Europe/Amsterdam N
o
Sl | ey | e
Dailyon*
Start at (Europe/Amsterdam)* | B | 14-01-24

BT

Description *

End report *

Figure 77 View report - report info

1. Fillinthe Description of the report.

2. Choose the preferred time zone.
3. Choose the frequency of report generation: Daily, W eekly or Monthly.
4. Choose when the report is generated: All days or W orkdays.

5. Choose when the report must be started.

7. Choose the daily time when the report must be generated.

@8. Go to step 2.

6. Choose when the report must end: No end, After a number ( N)times or End date.
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9.1.2 Step 2 - Users

In step 2 of generating

a report , select the users who will receive the report.

'}

arloHering @

View Report

Home » Reports

Report Info Devices
Filter @ Name AV
@ Karlo Hering
Name () Peter Planner
o |
User roles J_J
(D) superuser (safety. 1
() work planner (Pete 1

Display General

SELECTED USERS

« Karlo Hering

1202, seecea ([N

Figure 78 View report - users

1.

@2.

Select at least one user.

Go to step 3.
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9.1.3 Step 3 - Devices

In step 3 of generating a report, select the devices where you want to receive the report from .
When the devices are selected, they will appear automatically under the tab Xrua list Xand the
tab YOnamap %

1000000

i oot

Figure 79 View report - Devices

1. Select one or more devices.

@ 2. Goto step 4.
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9.1.4 Step 4 - Display

In step 4 of generating a report, select the report type and the data to be

reported

A Karlo Hering ‘

View Report

Home » Reports

a Report Info Users

ZKL 3000 RC

() Possibilities
@ Backup bat. voht
@ Backup bat. status
() Main bat. volt
() Main bat. status
@ GPsS position
() ber-counter

() ber-average

() Detection quality
() Detection 0K
() amplitude

() switch status
() Key position
(O temp-switch

Devices

Display

General

Figure 80 View report

- Display

1. Selectthe

@2.

Go to step 5.

needed data .
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9.1.5 Step5 - General
In step 5 of generating a report , select some general options  and save the report.

Choose to generate one overview with only the latest status of all selected devices or the

tdgraec’s Yt N DNWJONyr tdraec’ dr wasgemerate® Thefifsk At N KAr a
report will be based on the specified interval. When you have set up a weekly report, the first

report will display the data from the last week.

NOTE

A PDF report can only store a limited amount of data. Choose CSV file f or
reports with a lot of devices and/or history

4 Aysha Sunaina ‘ .

View Report - DuallnventiveTest2 k

Home Reports DualinventiveTest2 5710Q

. O ® 1

- Report Info Users Devices Display General

o
al data is based o

Figure 81View report - General

1. Choose the last known status: Yes or No.
2. Choose the history: Yes or No.
3. Choose to download as: P DF or CSV.

4. Choose to send by email: Yes or No.

5. Save the report.

Now, the report will be generated as specified. If the report is ready to be downloaded, MTinfo
3000 will show this through a blue pop -up in the top right corner of the user's screen.

MTinfo 3000 web app User Manual Page 95 of 137



1 Duallnventive

Transforming Rail Safety

9.2 One -time Reports

This section explains how to generate a one -time report. The difference between a periodical
report and a one -time report is that first two steps of a periodical report (Report info, Users) are
not applicable for aone -time report.

As an example, a devices report is generated

1. Gotothe Dashboard and click Reports.

The page Reports appears:

Y Karlo Hering ‘

Reports

Home V56000

"3l Filter

Repetition AV Period from /1o AV Report type AV Send by email AV Actions

Description
r l ™% & Project (Once) Daily: Workdays at 21:18:00 25/06/2022 Devices No # -]

& Devices (Once)
LB Report type

s 1-10f1
L & Device switches (Once) “
(O Deviees 1

& User rights (Once)

& Device Overview (Once)

Figure 82 Reports - once

2. Click the icon

3. Select Devices (Once).
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The page View Report appears :

4 (Korlotering o

View Report
Home Reports 56000
- I o0
a Display General
-]
Filter “
ID code Status Type Remark Company
1D code 5 @ Toms Active ZKL 3000 RC Foxlz testbedrijf )
+ T0128 (ZKL 3000 RC)
(J[mﬂf'wi‘l‘ ] Showing 1 to 1 of 1 rows
Status =
() Active
(D service
Type
(D zkL 3000 RT
Remark =]
Optional
Company 5
(7 Foxiz testbedrif
Figure 83 View report - one -time report
A one -time report is generated in three steps , Which are similar to the steps for a periodical
report:

a. Step 1l- Devices (Figure 79);
b. Step 2 - Display (Figure 80);
c. Step 3 - General (Figure 81).

The one -time report will use the time zone set by the user under their profile in MTinfo 3000 as
the default setting.
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9.3

Download Reports

Download the generated report S

& L

2.

@3.

Go to the Dashboard and click
Go to My reports.

Click the icon.

My MTinfo 3000

My MTinfo

It also possible to download a pre

Home

st
Filter Report name
Report name

- e
= ) §
Description b

Generated on (Europe/London)

(u]

Period from (Europs/London)

—1 report_device_20,
report_dev

Period to (Europe/London)

[o] )

Report type

(@]
(@]
(@]
0
@]
(@]
O

Report type Generated on

Devices

Description

1403-24 139

130324
120324 13:10:01 UTCH00

11-0324 13:02:01 UTCH00

Figure 84 My reports

-defined report:

Period from

050324 23:00:

040

0:00 UTC+00

Period to

00 UTC+00

00 UTC+00

4. Gotothe Dashboard and click Reports.

The page Reports appears:
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'}

arloHering @

Reports
5
=
"l Filter
. Description
M| optiona

L= Report type
(O pevices

Home

Repetition AV Period from / to AV
User manual it SEERTTRERETRTRSEDaily: Workdays at 21:18:00 25/06/2022

Figure 85 Reports - download

Report type AV
Devices

Send by email AV Actions

No

L4 L

e “

5.

6.

Click the icon.

Select Download User or Download Hierarchy.
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By choosing Download Ur N&R Rda&r A At N OeBnAAryr ?2¢NacurlU B?2raA kN

4 (ForoHering g

a
Create Report
)
Home 56000
=
: ] @ 00
o Companies Users
o
Filter SELECT COMPANY SELECTED COMPANIES
@ company name AV + Fouxiz testbedrif
Company name @ Foxiz testbedrijf
[option

() s s ([

Figure 86 Download report - select users.

=r Oteer AT EenAKeADZ odgNaEAxQtr' R At N &Nneaean dr DEAAKeAI
folder.

MTinfo 3000 web app User Manual Page 100 of 137



{1 Dual

Transforming Rail Safety

10 ADDITIONAL FUNCTIONS

MTinfo 3000 has several additional functions for monitoring and logging:

a. real-time status of devices ;

b. adding data to devices ;

c. creating and managing templates (forms) ;
d. project documentation ;

e. projectlog.

10.1 Real -time status

Monitor the devices in real time through MTinfo 3000 . It depends on the product which real -
time information is presented , see the applicable appendix:

a. ZKL 3000 RC (see 12.})
b. RDI 3000 (see 13.1
c. RSS 3000 (see 14.})
d. RCS 3000 (see 15.).

There are different ways to view the real -time status:

a. fromthe Dashboard (Figure 10)
b. fromthe page View project (Figure 42)
c. fromthe page S witch ing protection zone(s) (Figure 66/Figure 70).

In general:

1. Click the icon to show a screen with the location of the device .

2. Use the filter (left top corner) and the search function (right top corner) to search for
devices.

3. Customi se the map with:

a. map options (left top corner)
b. zooming in/out (bottom right corner)

c. drag ging Pegman ontothe map  to open street view (bottom right corner).

4.  Click the symbol of the device to show a screen with data of the device.
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Map - Z: ?% ‘SHHL"
FILTER 3 2
1 =
€ zxL 3000 RC
o
ot Q @\ i
\_//5 H 8
o
i +
Figure 87 Real-time location and data
NOTE

If a rail device shows an error or warning, the RTS will show the icon

10.2 Adding data to devices

over it.

Attach label sand note sto devices toidentify them easily.

1. Go the Dashboard and go to Asset management
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